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Coding Agent Security
Practical defense-in-depth for teams using AI coding agents.

Don't combine untrusted input, reachable secrets, and open egress in one agent.
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I F  Y O U  D O  N O T H I N G  E L S E  T H I S  M O N T H

1 Turn off standing auto-

approve — today. The zero-
cost stopgap while you build

the rest; enforce it in admin
or team config.

2 Move secrets out of the

workspace. Deny-rule
secret paths this week;

start the broker and
secret-manager migration

this month.

3 Sandbox tasks that touch

strangers' text. Your own
hardened, fail-closed

definition: no credentials,
restricted egress.

4 Inventory and vet every

MCP server and skill.
Remove the unused, pin the

rest, watch for definitions
that change after approval.

5 Default-deny outbound

traffic where supported.
Allowlist mirrors and your

VCS host; expect churn in
week one.

Security trainings, threat modeling, and pentesting for development teams: christian-schneider.net

Every engagement starts with a free scoping call: mail@christian-schneider.net
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https://christian-schneider.net/slides/Coding-Agent-Security-Cheat-Sheet.pdf

